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1 Introduction

1.1 About this document

1.1.1 Description of the contents
This document describes the SAP AIN Connector from Hilscher. 
The Connector is a netIOT application that allows the Hilscher Edge
Gateway to transfer meta data and topology information from the field
devices of an OT network (operation technology network) to the SAP Asset
Intelligence Network. 
Here you will find instructions on how to commission and configure the
application.

1.1.2 List of revisions
Index Date Author Revision
1 2018-03-02 MKE Document created
2 2018-06-14 MKE Section Select Landscape [} page 47] added.

Chapter Displaying and editing Templates [} page 59]
revised.

3 2018-12-17 MKE Screenshots of Edge Gateway Manager updated
according to firmware version 1.2.x.x.
Section SAP AIN Authentication Information [} page 51]
updated.

Table 1: List of revisions
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1.1.3 Conventions in this document
Notes, operation instructions and results of operation steps are marked as
follows:

Notes

Important:
<important note>

Note:
<simple note>

<note, where to find further information>

Operation instructions

1. <operational step>
Ø <instruction>
Ø <instruction>

2. <operational step>
Ø <instruction>
Ø <instruction>

Results

 <intermediate result>

 <final result>
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1.2 Legal notes

Copyright

© Hilscher Gesellschaft für Systemautomation mbH

All rights reserved.

The images, photographs and texts in the accompanying materials (in the
form of a user's manual, operator's manual, Statement of Work document
and all other document types, support texts, documentation, etc.) are
protected by German and international copyright and by international trade
and protective provisions. Without the prior written consent, you do not
have permission to duplicate them either in full or in part using technical or
mechanical methods (print, photocopy or any other method), to edit them
using electronic systems or to transfer them. You are not permitted to make
changes to copyright notices, markings, trademarks or ownership
declarations. Illustrations are provided without taking the patent situation
into account. Any company names and product designations provided in
this document may be brands or trademarks by the corresponding owner
and may be protected under trademark, brand or patent law. Any form of
further use shall require the express consent from the relevant owner of the
rights.

Important notes

Utmost care was/is given in the preparation of the documentation at hand
consisting of a user's manual, operating manual and any other document
type and accompanying texts. However, errors cannot be ruled out.
Therefore, we cannot assume any guarantee or legal responsibility for
erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user's manual, the accompanying texts and
the documentation neither represent a guarantee nor any indication on
proper use as stipulated in the agreement or a promised attribute. It cannot
be ruled out that the user's manual, the accompanying texts and the
documentation do not completely match the described attributes, standards
or any other data for the delivered product. A warranty or guarantee with
respect to the correctness or accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such
as well as the corresponding documentation in the form of a user's manual,
operating manual and/or any other document types and accompanying
texts at any time and without notice without being required to notify of said
modification. Changes shall be taken into account in future manuals and do
not represent an obligation of any kind, in particular there shall be no right
to have delivered documents revised. The manual delivered with the
product shall apply.

Under no circumstances shall Hilscher Gesellschaft für Systemautomation
mbH be liable for direct, indirect, ancillary or subsequent damage, or for
any loss of income, which may arise after use of the information contained
herein.
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher
Gesellschaft für Systemautomation mbH with utmost care and is made
available as is. No warranty can be assumed for the performance or
flawlessness of the hardware and/or software under all application
conditions and scenarios and the work results achieved by the user when
using the hardware and/or software. Liability for any damage that may have
occurred as a result of using the hardware and/or software or the
corresponding documents shall be limited to an event involving willful intent
or a grossly negligent violation of a fundamental contractual obligation.
However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable
damage.

It is hereby expressly agreed upon in particular that any use or utilization of
the hardware and/or software in connection with
· Flight control systems in aviation and aerospace;
· Nuclear fusion processes in nuclear power plants;
· Medical devices used for life support and
· Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the
following areas is strictly prohibited:
· For military purposes or in weaponry;
· For designing, engineering, maintaining or operating nuclear systems;
· In flight safety systems, aviation and flight telecommunications systems;
· In life-support systems;
· In systems in which any malfunction in the hardware and/or software

may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not
created for use in hazardous environments, which require fail-safe control
mechanisms. Use of the hardware and/or software in this kind of
environment shall be at your own risk; any liability for damage or loss due
to impermissible use shall be excluded.
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Warranty

Hilscher Gesellschaft für Systemautomation mbH hereby guarantees that
the software shall run without errors in accordance with the requirements
listed in the specifications and that there were no defects on the date of
acceptance. The warranty period shall be 12 months commencing as of the
date of acceptance or purchase (with express declaration or implied, by
customer's conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36
months, calculated as of the date of delivery ex works. The aforementioned
provisions shall not apply if longer warranty periods are mandatory by law
pursuant to Section 438 (1.2) BGB, Section 479 (1) BGB and Section 634a
(1) BGB [Bürgerliches Gesetzbuch; German Civil Code] If, despite of all
due care taken, the delivered product should have a defect, which already
existed at the time of the transfer of risk, it shall be at our discretion to
either repair the product or to deliver a replacement product, subject to
timely notification of defect.

The warranty obligation shall not apply if the notification of defect is not
asserted promptly, if the purchaser or third party has tampered with the
products, if the defect is the result of natural wear, was caused by
unfavorable operating conditions or is due to violations against our
operating regulations or against rules of good electrical engineering
practice, or if our request to return the defective object is not promptly
complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of
charge if a defect is found. Any form of technical support, maintenance and
customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth
with greatest care, Hilscher Gesellschaft für Systemautomation mbH shall
not assume any guarantee for the suitability thereof for any purpose that
was not confirmed in writing. No guarantee can be granted whereby the
hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or
software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not
been infringed upon or violated or that the products are free from third-party
influence. No additional guarantees or promises shall be made as to
whether the product is market current, free from deficiency in title, or can be
integrated or is usable for specific purposes, unless such guarantees or
promises are required under existing law and cannot be restricted.
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Confidentiality

The customer hereby expressly acknowledges that this document contains
trade secrets, information protected by copyright and other patent and
ownership privileges as well as any related rights of Hilscher Gesellschaft
für Systemautomation mbH. The customer agrees to treat as confidential all
of the information made available to customer by Hilscher Gesellschaft für
Systemautomation mbH and rights, which were disclosed by Hilscher
Gesellschaft für Systemautomation mbH and that were made accessible as
well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each
party receives from the other party respectively is and shall remain the
intellectual property of said other party, unless provided for otherwise in a
contractual agreement.

The customer must not allow any third party to become knowledgeable of
this expertise and shall only provide knowledge thereof to authorized users
as appropriate and necessary. Companies associated with the customer
shall not be deemed third parties. The customer must obligate authorized
users to confidentiality. The customer should only use the confidential
information in connection with the performances specified in this
agreement.

The customer must not use this confidential information to his own
advantage or for his own purposes or rather to the advantage or for the
purpose of a third party, nor must it be used for commercial purposes and
this confidential information must only be used to the extent provided for in
this agreement or otherwise to the extent as expressly authorized by the
disclosing party in written form. The customer has the right, subject to the
obligation to confidentiality, to disclose the terms and conditions of this
agreement directly to his legal and financial consultants as would be
required for the customer's normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal
export and/or import laws as well as any associated regulations of various
countries, especially such laws applicable in Germany and in the United
States. The products / hardware / software must not be exported into such
countries for which export is prohibited under US American export control
laws and its supplementary provisions. You hereby agree to strictly follow
the regulations and to yourself be responsible for observing them. You are
hereby made aware that you may be required to obtain governmental
approval to export, reexport or import the product.

Terms and conditions

Please read the notes about additional legal aspects on our netIOT web
site under http://www.netiot.com/netiot/netiot-edge/terms-and-
conditions/.
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2 Brief description of the SAP AIN Connector
The SAP AIN Connector is a netIOT application for the Edge Gateways
NIOT-E-TIJCX-GB-RE (on-premise) and NIOT-E-TIB100-GB-RE
(remote) from Hilscher. With the aid of the gateway's Edge Server, the AIN
Connector gathers identification data from the field devices of the OT
(Operation Technology) network, enriches the device list by adding meta
data from external device description files (EDS), and creates a description
of the OT network topology. It then transmits the collected and processed
data in JSON format from the Edge Gateway via HTTPS to the SAP Asset
Intelligence Network (SAP AIN), where the information is being merged
with the "Model” and “Equipment” data provided by the device
manufacturers. All this allows for the depiction and monitoring of the OT
network topology in the SAP AIN web application.

Figure 1: Data flow of SAP AIN Connector
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Note:
For using the SAP AIN Connector with your netIOT Edge Gateway,
you need an account for the Asset Intelligence Network at SAP. If
you do not have one yet, contact SAP for setting up your account.
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3 Configuration of the SAP AIN Connector
Hilscher delivers the Edge Gateway with pre-installed SAP AIN Connector,
but without the corresponding license. Before you can configure and use
the AIN Connector, you therefore have to request the license file via E-Mail
from Hilscher. After having received the license file and having
commissioned the gateway (i.e. after connecting it to the Ethernet and OT
networks and configuring its interfaces), you then have to upload the
license file to the gateway and activate the AIN connector. You will also
have to configure the Edge Server (if it has not already been configured
during commissioning), import the device description files and configure the
AIN Connector itself.

Note:
You will find device description files of various manufacturers on the
Hilscher Device Information Portal https://di-portal.com. 
An automated download function of device description files from the
DI Portal into the gateway's Edge Server is planned for the future,
but has not been implemented yet. You must therefore import the
device description files "manually" into the Edge Server.

The web configuration GUI of the Edge Gateway Manager, which you can
access via the gateway's LAN interface and HTTPS, allows you to perform
these configuration tasks comfortably from your PC or tablet.
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Figure 2: Commissioning AIN Connector

For instructions on how to commission your gateway, see user
manual 
netIOT Edge Gateway NIOT-E-TIJCX-GB-RE (on-premise),
DOC160402UMxxDE
respectively
netIOT Edge Gateway NIOT-E-TIB100-GB-RE (remote),
DOC170501UMxxDE
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The following table shows the steps that you must perform in order to
configure the AIN Connector.

# Step For details see
0 General requirements:

· You have an account for the Asset Intelligence
Network at SAP

· A "System" has been set up in this SAP AIN
account

SAP Help Portal

1 Request license, upload license file to Edge
Gateway and start services

Chapter Requesting and uploading license [} page 14]

2 Create own user account for AIN Connector in
User Management of Edge Gateway (optional)

Chapter Creating user account for AIN configurator
(optional) [} page 20]

3 Import device description files into the gateway Chapter Importing device description files [} page 26]

4 Configure Edge Server Chapter Configuring Edge Server [} page 30]

5 Research IDs for SAP AIN Connector on SAP AIN
platform

Chapter Researching IDs for AIN Connector [} page 36]

6 Configure AIN Connector Chapter Configuring AIN Connector [} page 44]

Table 2: Tasks for configuring the AIN Connector
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4 Requesting and uploading license

4.1 Overview
The AIN Connector requires a valid license file for operation. In the state of
delivery of the Edge Gateway, this license file has not yet been installed in
the gateway. After having received your Edge Gateway, you must request
the license via E-Mail from Hilscher under vertrieb@hilscher.com, stating
the delivery note number and the MAC address of your gateway.

Product name (full) of license: 
netIOT SAP Asset Intelligence Network Connector License
Product name (short): NIOT-S-LIC-SAP
Part number: 1350.060

After having received your license file from Hilscher (also by E-Mail), you
must upload it to the gateway. Afterwards, you have to start the AIN
Connector service in the Control Panel of the Edge Gateway.

4.2 Request license file
Send an E-Mail to vertrieb@hilscher.com, containing the following
information:
· Subject: Requesting netIOT license
· Product name or part number of license (NIOT-S-LIC-SAP)
· ID number on delivery note of Edge Gateway
· LAN MAC Address of Edge Gateway (see device label of gateway)
· E-Mail address where to send the license file to (if differing from the

address of the requester)

4.3 Upload license to device

Requirements
· You have received the license file from Hilscher. You can recognize the

license file by its *.lic extension

· Your Edge Gateway is ready for operation (for information on how to
commission your Edge Gateway, see user manual of gateway).

· Your PC or Tablet is connected to the Edge Gateway via Ethernet LAN
or WLAN.

· You know the password of the master administrator of the Edge
Gateway.

Note:
In its state of delivery, the default password for the master
administrator (user name admin) of the gateway is admin. On first
log-in at the Control Panel during commissioning of the gateway
(i.e. when the LAN and OT network interfaces of the gateway were
configured), a new password had to be set for the admin master
administrator. This new password you must know.
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Step-by-step instructions
1. Log-in at Edge Gateway.

Ø Establish an HTTPS connection to the Edge Gateway, e.g. by entering
the IP address of the gateway into the address bar of your web browser.

Ê The Edge Gateway Manager opens:

Figure 3: Edge Gateway Manager

Ø In the Edge Gateway Manager, select the Control Panel tile.
Ê The login dialog opens.
Ø In the Username field, enter admin and in the Password field, enter

the password of the gateway's master administrator.
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Ê The Control Panel opens, showing the Info Center page:

Figure 4: Control Panel

2. Open License Manager.
Ø In the menu, choose System > License Manager.
Ê The License Manager page opens:

Figure 5: License Manager (no license installed yet)

3. Upload license file to device.
Ø In the License File area, click Upload button.
Ê A file selection dialog window opens.
Ø On your PC, select the license file which you have received from

Hilscher, then click Open.
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Ê The license file is transferred to the device. In the License enabled
Software Packages area, the AIN Connector is displayed as licensed
module. Also, a Restart Now message is displayed, requesting you to
reboot the Edge Gateway:

Figure 6: License Manager after upload

Ø In the Restart Now window, select OK.

4. Reboot gateway.
Ø In the menu, choose System > Reboot. Answer the security question

"Do you really want to reboot ?" with Yes.
ð The Edge Gateway reboots. The AIN Connector now possesses an

active license, and you can now start the AIN Connector service.
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4.4 Start services
1. Start Edge Server.

Note:
Starting the Edge Server manually is only necessary if the auto start
function for the Edge Server has not yet been enabled (e.g. during
commissioning of the gateway).

Ø After rebooting the Edge Gateway, login again at the Control Panel.
Ø In the menu, select Services > Service List.
Ê The gateway's service list page opens:

Figure 7: All services disabled

Ø In the service list (to the left), select Edge Server entry.
Ê The controls of the Edge Server are displayed:

Figure 8: Edge Server service controls

Ø Select Start button and acknowledge the security question with OK.
Ê The green symbol next to the Edge Server entry in the service list

indicates that the service has been started.
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Ø Enable the Autostart option, then click Apply button. Acknowledge the
security question with OK. This causes the Edge Server to start
automatically on every reboot of the gateway.

2. Start AIN Connector service.
Ø In the service list (to the left), select AIN Connector entry.
Ê The controls of the AIN Connector service are displayed:

Figure 9: AIN Connector service controls

Ø Select Start button and acknowledge the security question with OK.
Ê The green symbol next to the AIN Connector entry in the service list

indicates that the service has been started.
Ø Enable the Autostart option, then click Apply button. Acknowledge the

security question with OK. This causes the AIN Connector to start
automatically on every reboot of the gateway.
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5 Creating user account for AIN configurator (optional)
Access to the AIN Connector inside the Edge Gateway is protected by a
user authentication. The master administrator of the gateway (user name
admin) has always the right to access all functions of the Edge Gateway,
and is therefore allowed to configure the AIN Connector and the Edge
Server. If you know the password of the master administrator, you can thus
log-in as admin and configure the application as such.
However, it can be useful to create a dedicated user account possessing
the corresponding access rights ("roles") for the configuration and
administration of the AIN Connector.
This chapter describes how to create such a user account with the
necessary access rights for the Edge Server and the AIN Connector.

Requirements
· Your Edge Gateway is ready for operation (for information on how to

commission your Edge Gateway, see user manual of gateway).
· Your PC or Tablet is connected to the Edge Gateway via Ethernet LAN

or WLAN.
· You know the password of the master administrator of the Edge

Gateway.

Note:
In its state of delivery, the default password for the master
administrator (user name admin) of the gateway is admin. On first
log-in at the Control Panel during commissioning of the gateway
(i.e. when the LAN and OT network interfaces of the gateway were
configured), a new password had to be set for the admin master
administrator. This new password you must know.
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Step-by-step instructions
1. Log-in at Edge Gateway.

Ø Establish a HTTPS connection to the Edge Gateway, e.g. by entering
the IP address of the gateway into the address bar of your web browser.

Ê The Edge Gateway Manager opens:

Figure 10: Edge Gateway Manager

Ø In the Edge Gateway Manager, select the Control Panel tile.
Ê The login dialog opens.
Ø In the Username field, enter admin and in the Password field, enter

the password of the gateway's master administrator.
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Ê The Control Panel opens, showing the Info Center page:

Figure 11: Control Panel

2. Define role (i.e. access rights) of AIN configurator/administrator.
Ø In the menu, select User Management > Roles.
Ê The Roles page opens:

Figure 12: Administration of Roles in User Management

Ø Select Create new role button.
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Ê The Add new role dialog window opens.

Figure 13: Add new role

Ø In the Role title field, enter an appropriate name for the role (e.g. AIN
Configurator), and then select Add button.

Ê The Add new role dialog window closes.
Ø In the Roles list, select your newly created role.
Ê A list featuring access rights for all resources (software components) of

the Edge Gateway opens:

Figure 14: Defining access rights to resources

Ø Select Read & Write rights for the following resources:
· Services > Edge Server
· Services > AIN Connector
· Edge Server > REST API
Ø Select Save changes button.
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Ê You have defined the necessary access rights for the role of the
configurator of the AIN Connector. You can now proceed to create the
new AIN configurator user, to whom you will assign the newly created
role.

3. Create new user and assign role.
Ø In the menu, choose User Management > Accounts.
Ê The User Accounts page opens:

Figure 15: User Account

Ø Select Create new user account button.
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Ê The Create new user account dialog window opens:

Figure 16: Create new user account

Ø Enter an appropriate user name in the User name field, and select from
the Role drop-down list the role which you have defined in the previous
step. You can leave the E-mail field empty.

Ø Define your password for the AIN configurator in the Password and
Confirm password fields. After that, select the Create an account
button.

ð The dialog window closes, and the newly created user account for the
AIN configurator/administrator is displayed in the User Accounts table.
With this account, you can now configure the Edge Server and the AIN
Connector.
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6 Importing device description files
Requirements
· Your Edge Gateway is ready for operation (for information on how to

commission your Edge Gateway, see user manual of gateway).
· Your PC or Tablet is connected to the Edge Gateway via Ethernet LAN

or WLAN.
· You know the password of the master administrator of the Edge

Gateway (User name admin) or of any other user who has the required
access rights (Read & Write) for the Edge Server.

· You have access to the device description files that you need.

Note:
In case you do not have local access to the required device
description files, you will find device description files of various
manufacturers for download on the Hilscher Device Information
Portal https://di-portal.com.

Step-by-step instructions
Ø Establish an HTTPS connection to the Edge Gateway, e.g. by entering

the IP address of the gateway into the address bar of your web browser.
Ê The Edge Gateway Manager opens:

Figure 17: Edge Gateway Manager

Ø In the Edge Gateway Manager, select the netIOT Edge Server tile.
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Ê The login dialog opens.
Ø In the Username and Password fields, enter the identification data of a

user possessing full access rights (Read & Write) for configuring the
Edge Server. 
If you have created a user account for the AIN configurator with full
access rights for the Edge Server (as described in chapter Creating
user account for AIN configurator (optional) [} page 20] ), you can use
this account. As an alternative, you can log-in as the gateway's master
administrator (User name admin).

Ê The netIOT Edge Server Control Center opens.
Ø In the menu, select Services > Device description file.
Ê The Device description file page opens:

Figure 18: Device description file page

Ø In the Available area, select Explorer button.
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Ê The File upload dialog window opens:

Figure 19: File upload

Ø In your file system, choose the device description file, then click Open
button.

Note:
You can upload only XML files. ZIP archives are not supported and
must be unpacked before upload.
Note also that you cannot upload more than one file to the
Available area at the same time; i.e. you cannot accumulate a file
list under Available. This means that you must install the uploaded
file first, by using the Install button, before you can upload the next
file.
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Ê The selected file is displayed in the Available area:

Figure 20: Uploaded device description file

Ø Select Install button.
Ê The device description file gets installed, and is then displayed in the

Installed Files area:

Figure 21: Installed device description files

Ê You can proceed to successively upload and install further files by using
the Explorer and Install buttons.
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7 Configuring Edge Server
Requirements
· Your Edge Gateway is ready for operation (for information on how to

commission your Edge Gateway, see user manual of gateway).
· Your PC or Tablet is connected to the Edge Gateway via Ethernet LAN

or WLAN.
· You know the password of the master administrator of the Edge

Gateway (User name admin) or of any other user who has the required
access rights (Read & Write) for the Edge Server.

Step-by-step instructions
1. Log-in at Edge Gateway.

Ø Establish an HTTPS connection to the Edge Gateway, e.g. by entering
the IP address of the gateway into the address bar of your web browser.

Ê The Edge Gateway Manager opens:

Figure 22: Edge Gateway Manager

Ø In the Edge Gateway Manager, select the netIOT Edge Server tile.
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Ê The login dialog opens.
Ø In the Username and Password fields, enter the identification data of a

user possessing full access rights (Read & Write) for configuring the
Edge Server. This can be, for example, the gateway's master
administrator (User name admin). 
If you have created a user account for the AIN configurator with full
access rights for the Edge Server (as described in chapter Creating
user account for AIN configurator (optional) [} page 20]), you can use
this account.

Ê The netIOT Edge Server Control Center opens.

2. Define IP scan range.
Ø In the menu, choose System> Configuration.
Ê The Configuration page opens:

Figure 23: Edge Server Configuration

Ø In the navigation tree below Configuration, select Scanning entry.
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Ê The Scanning dialog window opens:

Figure 24: Scanning (IP address range)

Ø Select Add new scan IP range button.
Ø Under Start address, enter the lowest address of the IP address range

that shall be scanned in your OT network (e.g. 192.168.0.1). Under
End address, enter the highest address of the IP address range (e.g.
192.168.0.8).

Figure 25: Define IP address range to be scanned
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Note:
You can define multiple address ranges, e.g. if individual
addresses/devices shall be excluded from scanning. In the following
example, the two devices with the addresses 192.168.0.9 and
192.168.0.10 will not be scanned:

Ø Leave the preset default values in the Scans to keep in memory and
Timeout between scans (in ms) fields.

Ø Select Save changes button.
Ê You have defined the IP scan range (and thus determined the devices

that shall be scanned). In order to apply the new scan range, you must
restart the Edge Server "service" (as an alternative, you can also restart
the entire gateway).

3. Restart Edge Service.
Ø In the Edge Gateway Manager, select the Control Panel tile.

Figure 26: Edge Gateway Manager

Ø In the Username and Password fields, enter the identification data of a
user possessing full access rights for the Edge Server. This can be, for
instance, the gateway's master administrator (User name admin).

Ø In the menu, select Services > Service List.
Ê The gateway's service list page opens.
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Ø In the service list (to the left), select Edge Server entry.
Ê The Edge Server dialog window opens:

Figure 27: Edge Server Service

Ø Select Stop button and acknowledge the security question with OK.
Ê The yellow symbol next to the Edge Server entry in the service list

indicates that the service has been stopped.

Figure 28: Edge Server stopped

Ø Select Start button and acknowledge the security question with OK.
Ê The green symbol next to the Edge Server entry in the service list

indicates that the service has been activated again. You can now
proceed to define the protocols for the IP addresses/devices that shall
be scanned.
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4. Define protocols to be scanned.
Ø Go back to the netIOT Edge Server Control Center (you may have to

renew your log-in).
Ø In the menu, select Services > Scanning.
Ê The Scanning page opens:

Figure 29: Scan list

Ø Make sure that the ARP and SNMP protocols are selected for all IP
addresses. These are needed in any case.

Ø Select IO-Link or PROFINET protocol for each individual IP address –
according to the protocol that the corresponding device (i.e. the device
that owns this address) uses.

Ø Select Save changes button and acknowledge the security question
with OK. (Restarting the Edge Server is not necessary here).

ð You have configured the Edge Server.
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8 Researching IDs for AIN Connector

8.1 Overview
This chapter shows where to find the various IDs (identification parameters)
that you need in order to configure your AIN Connector properly. These IDs
can be researched in the SAP AIN web application.

8.2 Researching Hostname (AIN application URL)
Ø Log-in at your "Consumer Account" on the "SAP HANA Cloud Platform

Cockpit for FACTORY landscape Europe". 
(https://account.eu1.hana.ondemand.com/cockpit)

Ø In the menu of the SAP Cloud Platform Cockpit, select Destinations
entry [see (1) in figure below].

Figure 30: Destinations in SAP Cloud Platform Cockpit (example)

Ø Look for the "Destination" of your AIN application [see (2) in figure
above] and copy its URL (e.g. copy it to your clipboard). This is the URL
which you will have to enter in the Hostname field on the SAP AIN
Authentication Information page of the AIN Connector (see section
SAP AIN Authentication Information [} page 51]).
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8.3 Researching Organization ID
Ø Log-in at your SAP AIN web application.
Ê The "Home" page of your SAP AIN web application opens:

Figure 31: Home page of SAP AIN web application (example)

Ø Select the Company Profile tile.
Ê The Company Profile page opens:

Figure 32: SAP AIN Company Profile

Ø Select the External IDs button.
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Ê The External IDs dialog window opens:

Figure 33: External ID of Organization (example)

Ø Copy the ID string below Object ID (e.g. copy it to your clipboard). This
is the ID string which you will have to enter in the Organization ID field
on the General Settings page of the AIN Connector (see section
General Settings [} page 53]).
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8.4 Researching System ID

For instructions on how to create a "System", see Creating a
System chapter of the Application Help for SAP Asset Intelligence
Network 1711, which is available on the SAP Help Portal.

Ø Log-in at your SAP AIN web application.
Ø On the Home page of your SAP AIN web application, select Systems

tile:

Figure 34: Systems tile on Home page of SAP AIN web application (example)

Ê The Systems List page opens:

Figure 35: Systems List
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Ø Select your system in the list.
Ê The page containing the system's information opens:

Figure 36: Info page of a system (example)

Ø Select the External IDs button.
Ê The External IDs dialog window opens:

Figure 37: External ID of a system (example)

Ø Copy the ID string below Object ID (e.g. copy it to your clipboard). This
is the ID string which you will have to enter in the System ID field on the
General Settings page of the AIN Connector (see section General
Settings [} page 53]).

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



Researching IDs for AIN Connector 41/64

8.5 Researching Location ID (optional)
Ø Log-in at your SAP AIN web application.
Ø On the Home page of your SAP AIN web application, select Locations

tile:

Figure 38: Locations tile on Home page of SAP AIN web application (example)
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Ê The Location List page opens:

Figure 39: Location List

Note:
If the "map view" opens instead of the list view, you can use the

 button to change to the location list view.

Ø In the list, select the location which you want to use:
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Ê The page containing the location's information opens:

Figure 40: Info page of a location

Ø Select the External IDs button.
Ê The External IDs dialog window opens:

Figure 41: Location ID (example)

Ø Copy the ID string below Object ID (e.g. copy it to your clipboard). This
is the ID string which you can enter in the Location ID field on the
General Settings page of the AIN Connector (see section General
Settings [} page 53]).
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9 Configuring AIN Connector

9.1 Overview
This chapter provides instructions on how to configure the AIN Connector.

Note:
After having completed filling-in all necessary data on the
configuration pages of the AIN Connector and saving each page by
using the Save Changes button, you must eventually apply the new
configuration by selecting the Deploy Config command from the
main menu.
If you receive an "Unauthorized" message after using the Save
Changes button, you must re-login at the AIN Connector because
of a timeout.

Requirements
· Your Edge Gateway is ready for operation (for information on how to

commission your Edge Gateway, see user manual of gateway).
· Your PC or Tablet is connected to the Edge Gateway via Ethernet LAN

or WLAN.
· You know the password of the master administrator of the Edge

Gateway (User name admin) or the user name and the password of the
AIN configurator (if you have created a user account for the AIN
configurator as described in chapter Creating user account for AIN
configurator (optional) [} page 20]).

· The Edge Gateway is connected to the internet
· You know the following IDs respectively parameters from your SAP AIN

web application:
– User name and password of somebody who has access rights for

the REST API of the SAP AIN web application
– Host name of the AIN endpoint (i.e. "AIN application URL“, see

section Researching Hostname (AIN application URL) [} page 36])
– You know the “landscape”/environment account type of your SAP

AIN web application: Production (productive environment), PoC
(Proof of Concept) or Development (development environment)

– Organization ID (see section Researching Organization
ID [} page 37])

– System ID (see section Researching System ID [} page 39])
– Location ID (see section Researching Location ID

(optional) [} page 41])
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Open AIN Connector in Edge Gateway Manager
1. Log-in at Edge Gateway.

Ø Establish an HTTPS connection to the Edge Gateway, e.g. by entering
the IP address of the gateway into the address bar of your web browser.

Ê The Edge Gateway Manager opens:

Figure 42: Edge Gateway Manager

2. Open web configuration pages of AIN Connector.
Ø In the Edge Gateway Manager, select the AIN Connector tile.
Ê The login dialog opens.

Figure 43: Login AIN Connector
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Ø In the Username and Password fields, enter the identification data of a
user possessing full access rights (Read & Write) for the AIN
Connector. This can be, for example, the gateway's master
administrator (User name admin).
If you have created a user account for the AIN configurator (as
described in chapter Creating user account for AIN configurator
(optional) [} page 20]), you can use this account.

Ê The netIOT Edge Server Authentication Information page of the AIN
Connector opens:

Figure 44: netIOT Edge Server Authentication Information
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9.2 Select Landscape
Before you make any other configuration settings in the AIN Connector, you
must first select from the menu bar the “landscape” (environment) that you
are using with your SAP AIN account:
· Production (“live” environment”)
· PoC (“Proof of Concept” environment) or
· Development (development environment)

The IDs of the device attributes, which are stored in the templates, depend
on the set landscape. Thus, if you change the landscape, the IDs in the
templates will also change (see also section Displaying and editing
Templates [} page 59]).

Note:
Note that all configuration parameters that you enter in the AIN
Connector configuration interface are stored under the landscape
that was set when you entered the parameters.
This means that if you change the landscape after configuration, not
only do the IDs in the templates change, but you also lose the
configuration parameters you have already entered – which you
thus will have to re-enter then.

The Development landscape is preset.
Ø If you are using a different landscape, click on the small white triangle

next to the Development entry in the menu bar in order to change it.
Ø In the opening menu, choose your landscape, e.g. Production:

Figure 45: Select Landscape
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Ê The selected new landscape will be displayed in the menu bar next to
the small white triangle.

Important:
The following menu functions are for experienced users only:
With + Add Landscape you can open a dialog for defining a new
landscape. Note that the IDs of the device attributes in the
templates for the new landscape will then have to be entered
manually.
By clicking on the small red cross , you can delete a landscape.
Note that thereby all IDs and parameters belonging to the
landscape will also be deleted!

ð After selecting the right landscape, you can now proceed to configure
the AIN Connector as described in the following sections.
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9.3 Edge Server Authentication
Ø In the menu of the AIN Connector, select Edge Server.
Ê The netIOT Edge Server Authentication Information page opens:

Figure 46: netIOT Edge Server Authentication Information

Ø Fill in the Username and Password fields.
Field Parameter
Authentication Type Authentication mode for accessing the REST API of the Edge

Server. 
Currently only the preset Basic mode is supported.

Username Enter here a user, who possess at least the right to "read" the
resource Edge Server > REST API. 
This can be, for example, the gateway's master administrator (User
name admin) or the AIN configurator (if you have created such a
user with the corresponding access rights, as described in chapter
Creating user account for AIN configurator (optional) [} page 20]).

Password Enter here the password of the user, whose name you have
entered in the Username field.

Hostname This is the host name, respectively the IP address of the Edge
Server of the gateway. 
Do not change the preset IP address.
If you want to use the Edge Server of another Edge Gateway (if
you are operating more than one gateway in your OT network), you
must enter its IP address here.

Basepath This is the path of the REST API of the Edge Server. Do not
change the preset path.
Note: This basepath is the same for all Edge Gateways, so keep
the preset path, even if you have specified a different Edge Server
(of another Edge Gateway) in the Hostname field.

Table 3: Authentication parameters for Edge Server
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Ø Select Save Changes button to store the authentication data, and
acknowledge the security question with OK.

Ø Select Try Connection button to validate the authentication data.
Ê If a green check mark appears next to the button, the authentication

data for the Edge Server is correct.

Note:
If a red cross appears, the authentication has failed. In this case,
you should go to the User Management of the Control Panel and
check whether the user you have specified in the Username field
actually has "read" rights for the REST API of the Edge Server.
Check also for correct password (click on the eye symbol in the
Password field to display the entered characters).
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9.4 SAP AIN Authentication Information
Ø In the menu of the AIN Connector, select SAP AIN.
Ê The SAP AIN Authentication Information page opens:

Figure 47: SAP AIN Authentication Information

The fields that appear on this page depend on the authentication mode that
you can select from the Authentication Type drop-down list. You can
choose between Basic (default) and OAuth mode.

Basic
Field Parameter
Username Enter here a user, who possesses access rights for the REST API of

the SAP AIN web application.
Request the user name from SAP.

Password Enter here the password of the user, whose name you have entered
in the Username field.

Hostname Enter here the URL of the SAP AIN web application ("AIN application
URL"), which is needed by the AIN Connector in order to establish a
connection.
For instructions on how to search for the URL, see section
Researching Hostname (AIN application URL) [} page 36].

Basepath This is the path of the REST API of the SAP AIN web application,
which is needed by the AIN Connector in order to establish a
connection. Do not change the preset path.

Table 4: “Basic mode” authentication parameters for SAP AIN
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OAuth
Field Parameter
Client ID Enter here your Client ID (OAuth username). Request your Client ID

from SAP.
Client Secret Enter here your Client Secret (OAuth password). Request your

Client Secret from SAP.
OAuth Hostname Enter here the OAuth hostname. Request the OAuth hostname from

SAP.
OAuth Path Do not change the preset path.
Grant Type Do not change the preset value.
Hostname Enter here the URL of the SAP AIN web application ("AIN application

URL"), which is needed by the AIN Connector in order to establish a
connection.
For instructions on how to search for the URL, see section
Researching Hostname (AIN application URL) [} page 36].

Basepath This is the path of the REST API of the SAP AIN web application,
which is needed by the AIN Connector in order to establish a
connection. Do not change the preset path.

Table 5: “OAuth mode” authentication parameters for SAP AIN

Ø Select Save Changes button to store the authentication data, and
acknowledge the security question with OK.

Ø Select Try Connection button to validate the authentication data.
Ê The AIN Connector tries to connect to the SAP AIN web application. If a

green check mark appears next to the button, the authentication data is
correct.

Note:
If a red cross appears, the authentication has failed. In this case,
check your entered authentication values for correctness, and also
check, if the Edge Gateway is connected to the internet.
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9.5 General Settings
Ø In the menu of the AIN Connector, select SAP AIN, then select General

in the navigation tree.
Ê The General Settings page opens:

Figure 48: General Settings of AIN Connector

Ø Fill in the fields Location ID (optional), System ID and Organization
ID. Leave the Update interval at the preset default value (10
seconds).
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Field Parameter
Update interval Update interval of the data in seconds. Defines the interval in which the AIN Connector requests the

data from the Edge Server.
Default value: 10 s 
Minimum value: 5 s
You can directly enter the value into the field or you can use the + and – buttons to change the
value.
Note: Shorter intervals can lead to bloated data traffic volumes. Note also that the interval should
not be shorter than the interval of the Timeout between scans (in ms) field set in the Edge Server
Control Center under System > Configuration > Scanning (see chapter Configuring Edge
Server [} page 30]).

Location ID Enter here the Location ID of your OT network (optional). 
You have several options to research your Location ID.

· You can use the search function by selecting Location in the drop-down list next to the 
symbol, and then entering the name of the location in the Search for IDs... field. After having

started the search by selecting the  symbol, a hit list opens displaying all data sets containing
the entered search string. 

 Select your
location in the hit list, then click Apply to take over the Location ID.

· You can search for the ID in your SAP AIN web application, as described in section Researching
Location ID (optional) [} page 41].

System ID Enter here the System ID of your OT network. 
For information on how to search the ID in your SAP AIN web application, see section Researching
System ID [} page 39].

Organization ID Enter here the ID of your company or organization. 
You have several options to research your Organization ID:

· You can use the search function by selecting Organization in the drop-down list next to the 
symbol, and then entering the name of your company/organization in the Search for IDs... field.
After having started the search by selecting the symbol, a hit list opens displaying all data sets
containing the entered search string.

Select your company/organization in the hit list, then click Apply to take over the ID.

· You can search for the ID in your SAP AIN web application, as described in section Researching
Organization ID [} page 37].

Table 6: General Settings
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Ø Select Save Changes button to store the data, and acknowledge the
security question with OK.

Ø After having completed filling-in all necessary data on the configuration
pages of the AIN Connector and saving each page by using the Save
Changes button, you must eventually apply the new configuration by
selecting the Deploy Config command from the main menu.

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



Logger 56/64

10 Logger
The AIN Connector has a Logger function allowing you to display and
download status information and error messages.

Status Information
Ø In the menu of the AIN Connector, select Logger.
Ê The Status information for AIN Connector opens:

Figure 49: Status Information for AIN Connector

Use the Enable Logging check box on this page to activate or deactivate
the Error Log and Info Log functions of the AIN Connector (click Save
Changes button afterwards). 
This page also provides the following information:

Last network scan: Date and time of the last OT network scan of the Edge
Server.

Models found: Quantity of the "Models" of the SAP AIN web application
that could be matched with the OT network devices that were found by the
Edge Server.

Equipment found: Quantity of the devices of the SAP AIN web application
that could be matched with the OT network devices that were found by the
Edge Server.

Equipment in topology: Quantity of devices in the OT Network topology.

Connections in topology: Quantity of connections between devices in the
OT Network topology.
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Error Log
Ø In the menu of the AIN Connector, select Logger, then select Error

Log in the navigation tree.
Ê The Error Log for AIN Connector opens:

Figure 50: Error Log for AIN Connector

This page shows the error messages of the AIN Connector. You can save
the log file to your PC or Tablet by selecting the Download Log button.
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Info Log
Ø In the menu of the AIN Connector, select Logger, then select Info Log

in the navigation tree.
Ê The Info Log for AIN Connector page opens:

Figure 51: Info Log for AIN Connector

This page shows operating state messages of the AIN Connector. You can
save the log file to your PC or Tablet by selecting the Download Log
button.
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11 Displaying and editing Templates
You can display and edit the parameters respectively the attributes and IDs
of the pre-installed templates. Please note that the content of each
template depends on the selected Landscape (see section Select
Landscape [} page 47]).
Ø In the menu of the AIN Connector, select SAP AIN.
Ê The SAP AIN Authentication Information page opens:

Figure 52: Templates

Ê The navigation tree (to the left) shows a list of the Templates.
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Ø Select a template in the navigation tree, e.g. Network Identifiers, to
display the attributes of the template:

Figure 53: Network Identifiers Template

Ø If you need to change an ID, click  button in the upper right corner.
Ê The ID fields can now be edited.
Ø To save the new IDs after editing, select Save button, and acknowledge

the security question also with Save.
Ø Eventually, you must apply the new configuration by selecting the

Deploy Config command from the main menu.

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



List of Figures 61/64

List of Figures
Figure 1: Data flow of SAP AIN Connector.......................................................................... 9
Figure 2: Commissioning AIN Connector ............................................................................ 12
Figure 3: Edge Gateway Manager....................................................................................... 15
Figure 4: Control Panel........................................................................................................ 16
Figure 5: License Manager (no license installed yet) .......................................................... 16
Figure 6: License Manager after upload .............................................................................. 17
Figure 7: All services disabled ............................................................................................. 18
Figure 8: Edge Server service controls................................................................................ 18
Figure 9: AIN Connector service controls ............................................................................ 19
Figure 10: Edge Gateway Manager....................................................................................... 21
Figure 11: Control Panel........................................................................................................ 22
Figure 12: Administration of Roles in User Management ...................................................... 22
Figure 13: Add new role......................................................................................................... 23
Figure 14: Defining access rights to resources...................................................................... 23
Figure 15: User Account ........................................................................................................ 24
Figure 16: Create new user account...................................................................................... 25
Figure 17: Edge Gateway Manager....................................................................................... 26
Figure 18: Device description file page.................................................................................. 27
Figure 19: File upload ............................................................................................................ 28
Figure 20: Uploaded device description file........................................................................... 29
Figure 21: Installed device description files ........................................................................... 29
Figure 22: Edge Gateway Manager....................................................................................... 30
Figure 23: Edge Server Configuration ................................................................................... 31
Figure 24: Scanning (IP address range)................................................................................ 32
Figure 25: Define IP address range to be scanned ............................................................... 32
Figure 26: Edge Gateway Manager....................................................................................... 33
Figure 27: Edge Server Service............................................................................................. 34
Figure 28: Edge Server stopped............................................................................................ 34
Figure 29: Scan list ................................................................................................................ 35
Figure 30: Destinations in SAP Cloud Platform Cockpit (example) ....................................... 36
Figure 31: Home page of SAP AIN web application (example) ............................................. 37
Figure 32: SAP AIN Company Profile.................................................................................... 37
Figure 33: External ID of Organization (example) ................................................................. 38
Figure 34: Systems tile on Home page of SAP AIN web application (example).................... 39
Figure 35: Systems List ......................................................................................................... 39
Figure 36: Info page of a system (example) .......................................................................... 40
Figure 37: External ID of a system (example) ....................................................................... 40
Figure 38: Locations tile on Home page of SAP AIN web application (example) .................. 41
Figure 39: Location List ......................................................................................................... 42
Figure 40: Info page of a location .......................................................................................... 43

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



List of Figures 62/64

Figure 41: Location ID (example) .......................................................................................... 43
Figure 42: Edge Gateway Manager....................................................................................... 45
Figure 43: Login AIN Connector ............................................................................................ 45
Figure 44: netIOT Edge Server Authentication Information................................................... 46
Figure 45: Select Landscape ................................................................................................. 47
Figure 46: netIOT Edge Server Authentication Information................................................... 49
Figure 47: SAP AIN Authentication Information..................................................................... 51
Figure 48: General Settings of AIN Connector ...................................................................... 53
Figure 49: Status Information for AIN Connector................................................................... 56
Figure 50: Error Log for AIN Connector................................................................................. 57
Figure 51: Info Log for AIN Connector................................................................................... 58
Figure 52: Templates............................................................................................................. 59
Figure 53: Network Identifiers Template................................................................................ 60

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



List of Tables 63/64

List of Tables
Table 1: List of revisions ....................................................................................................... 3
Table 2: Tasks for configuring the AIN Connector................................................................ 13
Table 3: Authentication parameters for Edge Server............................................................ 49
Table 4: “Basic mode” authentication parameters for SAP AIN............................................ 51
Table 5: “OAuth mode” authentication parameters for SAP AIN .......................................... 52
Table 6: General Settings ..................................................................................................... 54

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018



Contacts 64/64

Contacts

HEADQUARTERS
Germany
Hilscher Gesellschaft für 
Systemautomation mbH 
Rheinstrasse 15 
65795 Hattersheim 
Phone: +49 (0) 6190 9907-0 
Fax: +49 (0) 6190 9907-50 
E-mail: info@hilscher.com
Support
Phone: +49 (0) 6190 9907-99
E-mail: de.support@hilscher.com

SUBSIDIARIES
China
Hilscher Systemautomation (Shanghai) Co. Ltd.
200010 Shanghai
Phone: +86 (0) 21-6355-5161
E-mail: info@hilscher.cn
Support
Phone: +86 (0) 21-6355-5161
E-mail: cn.support@hilscher.com

France
Hilscher France S.a.r.l.
69500 Bron
Phone: +33 (0) 4 72 37 98 40
E-mail: info@hilscher.fr
Support
Phone: +33 (0) 4 72 37 98 40 
E-mail: fr.support@hilscher.com

India
Hilscher India Pvt. Ltd.
Pune, Delhi, Mumbai
Phone: +91 8888 750 777
E-mail: info@hilscher.in

Italy
Hilscher Italia S.r.l.
20090 Vimodrone (MI)
Phone: +39 02 25007068
E-mail: info@hilscher.it
Support
Phone: +39 02 25007068
E-mail: it.support@hilscher.com

Japan
Hilscher Japan KK
Tokyo, 160-0022
Phone: +81 (0) 3-5362-0521
E-mail: info@hilscher.jp
Support
Phone: +81 (0) 3-5362-0521
E-mail: jp.support@hilscher.com

Korea
Hilscher Korea Inc.
Seongnam, Gyeonggi, 463-400
Phone: +82 (0) 31-789-3715
E-mail: info@hilscher.kr

Switzerland
Hilscher Swiss GmbH 
4500 Solothurn
Phone: +41 (0) 32 623 6633
E-mail: info@hilscher.ch
Support
Phone: +49 (0) 6190 9907-99
E-mail: ch.support@hilscher.com

USA
Hilscher North America, Inc. 
Lisle, IL 60532
Phone: +1 630-505-5301
E-mail: info@hilscher.us
Support
Phone: +1 630-505-5301
E-mail: us.support@hilscher.com

SAP AIN Connector for netIOT Edge Gateways | Operating instruction manual
DOC170901OI03EN | Revision 3 | English | 2018-12 | Released | Public

© Hilscher 2018

mailto:info@hilscher.com
mailto:de.support@hilscher.com
mailto:info@hilscher.cn
mailto:cn.support@hilscher.com
mailto:info@hilscher.fr
mailto:fr.support@hilscher.com
mailto:info@hilscher.in
mailto:info@hilscher.it
mailto:it.support@hilscher.com
mailto:info@hilscher.jp
mailto:jp.support@hilscher.com
mailto:info@hilscher.kr
mailto:info@hilscher.ch
mailto:ch.support@hilscher.com
mailto:info@hilscher.us
mailto:us.support@hilscher.com

	 Table of contents
	1 Introduction
	1.1 About this document
	1.1.1 Description of the contents
	1.1.2 List of revisions
	1.1.3 Conventions in this document

	1.2 Legal notes

	2 Brief description of the SAP AIN Connector
	3 Configuration of the SAP AIN Connector
	4 Requesting and uploading license
	4.1 Overview
	4.2 Request license file
	4.3 Upload license to device
	4.4 Start services

	5 Creating user account for AIN configurator (optional)
	6 Importing device description files
	7 Configuring Edge Server
	8 Researching IDs for AIN Connector
	8.1 Overview
	8.2 Researching Hostname (AIN application URL)
	8.3 Researching Organization ID
	8.4 Researching System ID
	8.5 Researching Location ID (optional)

	9 Configuring AIN Connector
	9.1 Overview
	9.2 Select Landscape
	9.3 Edge Server Authentication
	9.4 SAP AIN Authentication Information
	9.5 General Settings

	10 Logger
	11 Displaying and editing Templates
	 List of Figures
	 List of Tables
	 Contacts

